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Introduction

The development of digital technology has fundamentally disrupted patterns of
communication and information distribution in modern society, including within the
healthcare landscape. In Indonesia, this transformation has occurred on a massive scale
alongside increasing internet penetration and the dominance of social media platforms. The
2025 report issued by the Indonesian Internet Service Providers Association (APJII)
indicates that the national internet penetration rate has reached 80.66%, representing
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approximately 229 million users (APJII, 2025). Social media has become one of the primary
motivations for internet access, with smartphones serving as the dominant medium (APJII,
2025). This reality confirms that Indonesia has transformed into a digital society in which
the flow of information operates in real time, persists continuously, and is heavily shaped by
algorithmic platform architectures. Within the context of public health, this shift has
disrupted the manner in which society acquires health literacy and structures medical
decision-making.

This digitalization phenomenon has triggered a fundamental shift in the structure of
health knowledge authority. Historically, health authority was centralized within medical
professionals, hospitals, academic journals, and formal health institutions (Anjelia et al.,
2024). Today, however, such authority has become decentralized and migrated to social
media platforms through digital figures commonly referred to as health influencers.
Authority is no longer constructed solely upon professional competence or empirical
scientific validation, but rather dictated by digital metrics such as engagement rates,
popularity, algorithmic visibility, and the capacity to establish emotional relatability with
audiences (Suarez-Lledo & Alvarez-Galvez, 2021). Consequently, health influencers have
transformed into principal actors in health communication who shape public consumption
behavior and lifestyle patterns, often without possessing medical qualifications or being
subject to professional ethical standards (Moorhead et al., 2013).

The dominance of health influencers has generated serious implications for the
consumer protection regime. One manifestation of this crisis is the proliferation of
misinformation and pseudo-health content within the digital ecosystem. Such problematic
content circulates widely in various forms, ranging from detoxification promotions lacking
medical indication, anti-vaccine narratives, pseudo-medical skincare claims, and
unscientific alternative therapies, to the exploitation of public anxiety through fear-based
content (Khansa, 2022). The complexity of this issue is further escalated by social media
algorithms operating within the logic of the attention economy, whereby sensational and
provocative content is prioritized to maximize audience retention rather than evidence-based
information grounded in objective facts (Silvana Rachmawati et al., 2021; Zuboft, 2020).
Repeated exposure to such asymmetric information not only produces individual harm but
also generates what has been conceptualized as distributed harms, namely cumulative,
probabilistic, and systemic harms with broad implications for population health (Kaiikova et
al., 2024).

Unfortunately, Indonesia’s positive legal framework has not yet developed sufficient
adaptive capacity to respond to the complexity of such digital harms. Law Number 8 of 1999
concerning Consumer Protection (UUPK) remains grounded in the conventional bipartite
transaction paradigm between business actors and consumers, thereby failing to recognize
influencers as digital economic actors and claim-makers (Aprida Nafliana, 2023).
Meanwhile, Law Number 17 of 2023 concerning Health primarily concentrates its
jurisdiction on the supervision of medical professionals and formal healthcare personnel,
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leaving non-professional actors operating within a regulatory vacuum (Law of the Republic
of Indonesia Number 17 of 2023 concerning Health, 2023). At the same time, the Electronic
Information and Transactions Law (ITE Law) is principally oriented toward clear-cut cyber
offenses, rendering it inadequate to address gray-area misinformation, such as misleading
health claims packaged in pseudo-scientific forms (Law Number 1 of 2024, 2024). This
regulatory fragmentation creates an anomaly of authority without accountability, whereby
digital figures exercise significant influence over public health perceptions without bearing
proportionate legal responsibility.

Previous studies have extensively examined consumer protection issues in the digital
era. However, the majority of the literature continues to focus on aspects of consumer
personal data protection (Saputra et al., 2024), e-commerce fraud (Dewi & Mahuli, 2025),
or the dissemination of political hoaxes (Suryadi et al., 2022). Within the domain of health
law, legal discourse generally centers on malpractice committed by licensed physicians or
healthcare professionals (Shakhilla et al., 2025). Specific studies addressing the legal
accountability of influencers as non-medical actors in the dissemination of commercial
health information and distributed harms have yet to receive adequate elaboration in
Indonesian legal scholarship. Accordingly, this research seeks to fill this gap in the literature
by positioning the protection of digital health information as an integral component of
consumer protection.

In responding to this legal gap, comparative analysis with global jurisdictions
becomes particularly relevant. In the United States, the Federal Trade Commission (FTC)
strictly enforces commercial transparency and scientific substantiation standards for
influencers (FTC, 2025). Similarly, the European Union has progressively classified
influencers as digital traders subject to product safety regimes (Niestadt, 2025), while China
requires professional certification for creators of health-related content (Bajarin, 2026).
These global practices indicate a paradigmatic shift from laissez-faire approaches toward
risk-mitigation governance. Based on this background, this article aims to critically examine
the legal vacuum surrounding consumer protection against digital health content in Indonesia
and to propose a reconstruction of legal responsibility through a regulatory stewardship
model, namely a governance framework that proportionally distributes obligations among
influencers, platforms, sponsors, and the state in order to safeguard the integrity of public
health.

Method

This study employs a juridical-normative approach (doctrinal legal research)
focusing on the analysis of legal norms, principles, and regulatory frameworks governing
consumer protection within the context of digital health. Unlike empirical qualitative or
quantitative studies, this research does not involve human participants or statistical data.
Instead, it systematically examines legal texts and conceptual frameworks to identify
regulatory gaps and formulate normative solutions. To achieve these objectives, the study
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adopts several interrelated approaches. First, the statutory approach is utilized by analyzing
Indonesia’s legal framework, particularly the Consumer Protection Law (Law No. 8 of
1999), the Health Law (Law No. 17 of 2023), and the Electronic Information and
Transactions Law. Second, the conceptual approach is applied through the use of theoretical
constructs such as distributed harms, platform governance, and regulatory stewardship.
Third, the comparative approach is employed by examining regulatory models in the United
States through the Federal Trade Commission (FTC), the European Union, and China.

The legal materials used in this research are classified into three categories. Primary
legal materials consist of statutory regulations, official legal documents, and policy
frameworks. Secondary legal materials include scholarly journal articles, books, and
authoritative reports related to consumer protection, digital governance, and health
communication. Meanwhile, tertiary legal materials comprise legal dictionaries and other
supporting references. Data were collected through systematic library research, including
the identification of relevant legal texts and regulatory documents, the selection of scholarly
literature based on relevance and credibility, as well as the classification of legal materials
into thematic categories such as consumer protection, digital health, and platform
governance.

The analysis was conducted qualitatively through three interrelated stages. The first
stage, legal gap analysis, aimed to identify inconsistencies and limitations within the existing
legal framework in responding to the realities of digital health risks, particularly concerning
the legal status and liability of health influencers. The second stage, comparative legal
analysis, examined regulatory approaches across different jurisdictions in order to identify
best practices and normative standards for addressing digital health misinformation. The
third stage, conceptual legal analysis, synthesized theoretical frameworks into a normative
model of regulatory stewardship that proportionally distributes responsibilities among
actors within the digital ecosystem. To ensure analytical rigor, this study employed source
triangulation by comparing various legal sources, academic literature, and policy reports;
conceptual consistency by aligning theoretical perspectives with legal analysis; and
comparative validation by testing the proposed arguments against regulatory practices at the
international level.

Results and Discussion
1. The Anatomy of Legal Vacuums and the Characteristics of Distributed Harms in
Indonesia

The fundamental weakness of digital consumer protection in Indonesia stems from a
regulatory paradigm that remains conventional and fragmented. An analysis of Law Number
8 of 1999 concerning Consumer Protection (Undang-Undang Perlindungan Konsumen /
UUPK) demonstrates significant limitations in the definition of “business actors.” Within
the context of health influencers, their legal status frequently occupies a gray area, as they
simultaneously function as educators, entertainers, and commercial promoters. This



374 Indonesian Journal of Multidisciplinary Sciences (IJoMS)
Vol. 5 No. 12026, 370-382

ambiguity creates substantial difficulties in enforcing Article 4 of the UUPK concerning
consumers’ rights to accurate, clear, and honest information, because influencers often argue
that their content merely constitutes “personal experience sharing” rather than formal
commercial activity (Niestadt, 2025). Furthermore, Law Number 17 of 2023 concerning
Health and the Electronic Information and Transactions Law also exhibit operational
limitations. The Health Law is primarily oriented toward the supervision of formal medical
professionals, thereby failing to reach non-professional actors who disseminate medical
claims without licenses. Meanwhile, the ITE Law tends to target only content that explicitly
violates the law (prohibited content), while remaining ineffective in addressing pseudo-
scientific content that is not entirely false but nevertheless medically misleading (Adhy
Baskara et al., 2026; Aunurmala, 2025).

This phenomenon further reinforces the existence of distributed harms. Consumer
harm in Indonesia is no longer linear in nature, such as direct product poisoning, but rather
systemic. For instance, anti-vaccine narratives or viral promotions of extreme dieting may
not immediately harm a single individual, yet cumulatively they contribute to the
deterioration of public health standards and generate increased national healthcare burdens
(van der Meer & Jin, 2020). Indonesia’s current legal framework remains trapped within the
paradigm of proving actual individual harm, thereby failing to mitigate distributed harms
that are probabilistic, cumulative, and massive in scale.

The failure of consumer protection within Indonesia’s health influencer ecosystem is
fundamentally rooted in the rigidity of the norms contained in Law Number 8 of 1999
concerning Consumer Protection (UUPK), which has not been able to anticipate the
complexity of digital interactions. One of the primary issues concerns the ambiguity
surrounding consumers’ right to information under Article 4 of the UUPK. Article 4(c)
guarantees consumers the right to “accurate, clear, and honest information regarding the
condition and guarantee of goods and/or services.” In practice, however, the fulfillment of
this right is obstructed by narrative strategies employed by health influencers that
deliberately blur the distinction between commercial speech and experiential sharing. Many
forms of health-related content are packaged as personal testimonials or “unpaid educational
content,” making them legally difficult to classify as formal advertising. Consequently, when
the information disseminated proves medically misleading, consumers face evidentiary
hurdles because the relationship is perceived merely as a social interaction among social
media users rather than a legal relationship between business actors and consumers (Bajarin,
2026).

A further problem arises from the crisis of legal subject classification under Article
7(b) of the UUPK. The obligation imposed upon business actors to “provide accurate, clear,
and honest information” is difficult to enforce because of the absence of a clear legal
classification for influencers. In practice, health influencers derive systematic economic
benefits through affiliate fees, endorsements, and sponsored content. Nevertheless, from a
juridical perspective, they are often not formally registered as business actors. This legal
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uncertainty creates a condition of authority without accountability: influencers possess the
authority to shape the health decisions of millions of individuals, yet they are not burdened
with the legal responsibilities ordinarily attached to business entities. As a result, preventive
regulatory oversight becomes ineffective because the object of supervision itself is not
clearly defined. Teleologically, however, even if influencers are not formally registered as
business entities, they may still be interpreted expansively as “business actors” because they
systematically conduct promotional activities for material gain through affiliate fees and
sponsored content that directly influence consumers’ economic decisions (FTC, 2025).

Another critical challenge concerns gray-area misinformation under Article 9 of the
UUPK. Article 9 prohibits business actors from offering or promoting goods in a misleading
manner. However, the principal issue in digital health content is not limited to outright lies,
but rather concerns gray area misinformation (Law Number 1 of 2024, 2024). Content such
as “fat-burning detoxification” or “anti-cancer immunity booster supplements” frequently
employs pseudo-scientific terminology that may not be entirely false in technical terms, yet
remains misleading by omission and contextual manipulation. The norms contained in
Article 9 have not adequately addressed fear-based marketing strategies and pseudo-medical
claims amplified algorithmically across digital platforms. Without strict scientific
evidentiary standards within the regulatory framework, the boundary between “opinion” and
“misleading promotion” becomes increasingly blurred.

One significant manifestation of pseudo-health content within Indonesia’s digital
ecosystem 1is reflected in the distorted use of medical terminology, particularly the term
“detoxification” in the promotion of health-related commodities. Clinically, detoxification
constitutes an endogenous biological process naturally performed by the liver and kidneys.
However, within digital marketing practices, the term has been reduced to an instrument of
artificial credibility designed to create the appearance of medical authority without sufficient
evidentiary basis. Juridically, claims such as “immune acceleration” (immune booster) or
“toxin elimination” that lack scientific validation construct an exploitative information
asymmetry. The use of such absolute claims without support from competent and reliable
scientific evidence constitutes a violation of consumers’ rights to honest information. From
the perspective of consumer protection law, this phenomenon should not merely be
understood as marketing puffery, but rather as a form of misleading claims that exploits
consumer vulnerability within the digital sphere.

The final structural issue concerns the disconnection between individual harm and
distributed harms under Article 19 of the UUPK. Article 19 regulates the obligation of
business actors to provide compensation for consumer losses, damages, or contamination.
Nevertheless, the formulation of this provision remains grounded in the paradigm of actual
individual harm, namely tangible physical or financial losses suffered by a single consumer
following a transaction. This paradigm 1is fundamentally incompatible with the
characteristics of harm within digital environments, which are inherently distributed in
nature. Health misinformation disseminated by influencers generates harms that are
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cumulative, because adverse health effects emerge gradually through long-term exposure to
content; probabilistic, because not every viewer immediately suffers illness, although public
health risks increase statistically; and systemic, because the harm is produced through
interactions among algorithms, platforms, and content. The inability of Article 19 to
encompass collective and systemic harms explains why law enforcement in Indonesia
remains predominantly reactive. Legal intervention only occurs when individual victims
submit complaints, despite the fact that damage to the integrity of public health information
has already occurred on a massive scale. Accordingly, the ratio legis underlying
compensation obligations under Article 19 of the UUPK should not be narrowly interpreted
as limited to immediate physical harm, but must be expanded to include systemic harms
arising from prolonged exposure to health misinformation that undermines overall public
health standards (public health harm).

2. Comparative Study: The Shift toward Risk-Based Digital Governance

Indonesia’s regulatory lag may be addressed by adopting principles from global
jurisdictions that have developed more progressive regulatory approaches. The United
States, through the Federal Trade Commission (FTC), provides an important example of best
practices in the area of transparency. The FTC requires explicit disclosure of material
relationships between content creators and sponsors and prohibits health claims that are not
supported by “competent and reliable scientific evidence” (Carpenter et al., 2021; Casale &
Casale, 2019; Ferris & Ferris, 2025; FTC, 2025; Heiss et al., 2025; Natasha et al., 2025;
Willoughby et al., 2024). The emphasis on evidentiary standards is particularly crucial for
Indonesia to adopt in order to suppress the proliferation of pseudo-science.

The European Union offers a different perspective by classifying influencers with a
certain number of followers as traders (Aade & Goanta, 2025; Berger, 2023; Gosztonyi &
Szabo-Godri, 2025; Wiszniewska, 2025). Such classification automatically subjects
influencers to strict product safety standards and legal liabilities similar to those imposed
upon manufacturing business actors (Niestadt, 2025; Situmeang et al., 2025; Vraga & Bode,
2020). Meanwhile, China applies the strictest administrative controls by requiring
professional qualification verification for anyone providing health-related advice within
digital spaces (Archer & Robb, 2024; Bajarin, 2026; Dumas & Stough, 2022; Lee et al.,
2022; Xianan, 2025). These three regulatory models demonstrate a common global trend:
health information is no longer treated as part of a laissez-faire market but rather governed
as an integral component of public health resilience.

As illustrated in Table 1, there are fundamental differences in the manner by which
each jurisdiction defines the legal position of influencers and structures accountability
mechanisms. Indonesia is the only jurisdiction listed that remains at the stage of fragmented
regulation, whereas other jurisdictions have progressively shifted toward systemic
governance models.

Table 1. Comparative Models of Digital Health Content Governance across Jurisdictions
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Source: Compiled by the Author based on (Bajarin, 2026; FTC, 2025; Niestadt, 2025) (2026).

3. Reconstructing Consumer Protection through a Regulatory Stewardship Model

As a solution to this legal vacuum, this article proposes a reconstruction of liability
through a regulatory stewardship model. This model shifts the focus from individual
punishment toward comprehensive ecosystem management. Within this framework, legal
responsibility is distributed across four principal pillars. First, influencer accountability must
be strengthened through standardized disclosure obligations established by the government.
Any content containing health-related claims should be accompanied by reference sources
or disclaimers concerning the competence of the content creator. Second, digital platforms
must bear greater responsibility. Based on the theory of platform governance, platforms
should not merely function as passive intermediaries. Instead, they must be legally obligated
to attach warning labels to unverified health content and to adjust their algorithms so as not
to amplify harmful health-related information (Van der Heijden, 2021).

Third, the state must assume the role of steward. Through collaboration among the
Ministry of Health, the National Agency of Drug and Food Control (BPOM), and the
Ministry of Communication and Information Technology, the government should act as a
risk manager rather than merely a post-incident responder. This includes the establishment
of a risk-based digital health content monitoring unit. Fourth, sponsors must also bear
responsibility. Companies that utilize influencer services should be subject to joint liability
where the promoted content is proven to be misleading. Through this approach, consumer
protection in Indonesia would be transformed from a reactive and individualistic framework
into a preventive and systemic governance model aimed at safeguarding the integrity of
Indonesia’s digital health space.
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Unlike command-and-control models, which tend to be reactive and rigid, or self-
regulation models, which frequently lack accountability, regulatory stewardship positions
the state as a proactive ecosystem manager. This model is particularly suitable for
algorithmic ecosystems because it emphasizes systemic accountability rather than merely
individual punishment, while proportionally distributing risk-management responsibilities
among digital platforms and commercial sponsors.

Conclusion

The rise of health influencers on social media has triggered a fundamental shift in
the landscape of health authority in Indonesia. Within a digital ecosystem governed by
algorithmic logic and the attention economy, the legitimacy of health information no longer
rests solely upon formal medical competence, but increasingly upon visibility metrics and
emotional relatability with audiences. This study concludes that such developments generate
new forms of risk in the shape of distributed harms, which are cumulative, probabilistic, and
systemic in nature. The negative impacts of these harms extend beyond direct individual
injury and ultimately undermine public health on a broader scale through the massive
dissemination of misinformation.

The juridical analysis demonstrates the existence of a significant legal vacuum within
Indonesia’s national legal framework. The Consumer Protection Law (UUPK) remains
confined within the paradigm of conventional transactions, the Health Law has yet to
effectively reach non-professional actors operating in cyberspace, and the Electronic
Information and Transactions Law (ITE Law) remains limited to explicitly illegal content,
thereby failing to mitigate gray area misinformation. Comparative analysis further reveals a
global trend toward risk-based governance, as reflected in the regulatory approaches adopted
by the United States, the European Union, and China, which emphasize transparency,
platform accountability, and professional certification. In response, this article proposes the
reconstruction of consumer protection through a regulatory stewardship model that shifts
the paradigm from individual liability toward systemic accountability by proportionally
distributing responsibilities among influencers, digital platforms, sponsors, and the state.

**Based on these findings, this study recommends several strategic measures. First,
the government should harmonize the Consumer Protection Law, the Health Law, and the
ITE Law through the establishment of specific regulations defining the legal status of health
influencers as digital business actors, accompanied by strict standards concerning evidence-
based claims and sponsor disclosure obligations. Second, digital platforms should no longer
be treated merely as neutral intermediaries but must be legally required to verify health-
information accounts, implement commercial-content labeling, and mitigate high-risk health
content through algorithmic governance mechanisms inspired by the European Union’s
Digital Services Act (DSA). Third, integrated cross-sectoral supervision involving the
Ministry of Health, BPOM, the Ministry of Communication and Digital Affairs, and the
National Consumer Protection Agency (BPKN) is necessary to establish responsive risk-
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based governance. Finally, strengthening public digital health literacy remains essential to
enhance consumers’ critical capacity in evaluating health claims circulating on social media.
Importantly, the proposed regulatory reconstruction is not intended to restrict freedom of
expression in an absolute sense, but rather to specifically regulate commercial
communication and high-risk health claims that directly affect public safety and human life.
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